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AirMagnet Laptop Analyzer 5.0 tracks 802.11 a/b/g

wireless traffic sy oave moLta
-

B Intuitive and refined interface

B Strong reporting and
compliance capabilities

B Good performance and
security manitoring

B Weak packet-analysis
capabilities

ppart for Centrino

irMagnet first turned heads
in the wireless network
market in 2002 with a pow-

erful PocketP"C-based handheld
wireless analyzer. And though the
portability of AirhMagnet Handheld
is attractive, wireless limitations of
the PocketPC platform have curbed
the tool’s usefulness. The company
has since broadened its portfolio to
include site-survey tools, a distrib-
uted wireless performance and secu-
rity monitoring tool, and what is
now its flagship product, AirMagnet
Laptop Analyzer,

I tested version 5.0 of the Laptop
Analyzer in our Syracuse University
Real-World Labs®, 1 found that it pro-
vides full real-time analysis of 802.11
a/b/g networks and adds interesting
features like security compliance and
integrated reporting.

The Right Stuff

AirMagnet claims to have more
than 2,000 customers, and we can
see why it's so popular—we rely on
AlrMagnet in our Syracuse labs as a
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day-to-day troubleshooting and
analysis tool. You can piece togeth-

er freeware tools to accomplish
much of what AirMagnet does, but
if your wireless network is growing,
you'll solve problems more quickly
with the right product. At $3,500,
AirdMagnet isn't cheap, but the ROI
can be significant.

Unlike wireless protocol analyz-
ers from Fluke Networks, Network
General, Metwork Instruments and
Wild Packets, AirtMagnet offers
only radimentary packet decoding
and analysis. Despite this, the
product’s AirWise expert system
does a credible job of aggregating
and analyzing network traffic, let-
ting AirMagnet provide a high-
level assessment of security and
performance problems. It also
detects rogue devices, attacks
and internal wireless policy vio-
lations. It tracks more than 130
potential wireless problems, and
you can customize the tracking to
conform to your network policies.

AirMagnet also is a powerful
learning tool for wireless network
managers looking to better under-
stand both common and obscure
wireless security and performance
problems. Version 5.0% new inte-
grated reporting capabilities are
first-rate and can provide regulatory
compliance reports for the Depart-
ment of Defense, GLBA, HIPAA and
Sarbanes-Oxley.
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License To Roam

AlrMagnet sent me a beta of Lap-
top Analyzer 5.0. The first change |
noticed was the new licensing
maodel. Previous versions only let
you tie the license to a specific net-
work card, so vou could run Air-
Magnet on multiple laptop comput-
ers. This old model lets a group of
network technicians share a single
copy of AirMagnet,

Version 5.0, though, also lets
vou tie the license to a specific lap-
top, giving you the flexibility to use
it with any supported wireless
cards—handy if you're trving to
assess subtle differences in client
behavior when using different net-
work cards, However, given the
product’s lack of support for Intel’s
Centrino and many other popular
wireless NICs, the value of this fea-
ture is questionable. AirhMagnet has
been working with Intel to add sup-
port for Centrino, but for now, at
least, if vour notebook uses Centri-
no, you'll need a PC Card wireless
MIC to run Airdagnet.
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