After months spent testing a field of powerful

deep-inspection firewalls, Juniper's NetScreen
captured the crown, with Fartinet and Check Point frailing close

behind. But none of the products came out unscathed, and the
contest was too close to call until the last minute

% W [If it were on public display, this portion of our

1) Firewall Blowout would be the geek equivalent of
..'-@ &0 the Chicago Auto Show. Our Chicago Neahapsis
partner labs focused on the muscle cars: enterprise-
class, gigabit-capable network firewall appliances and
turnkey systems that support high-availability stateful
failover, YPMs and centralized management as well as DI
(deep inspection), A
which we define as |
having the ability not
only to perform state-
ful packet filtering, but ° e
also to inspect packet °
payloads higher up the OS5I
model using specific attack o -o=:
signatures and Layer 7 protocol ;
engines.

Historically, firewalls have been assigned blue-collar
access-control duties while 1DSs (intrusion-detection
systems) take on the sexier task of inspecting data traf-
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fic for signs of attack or anomalous packets. But over the
past couple of years we've seen rebuilds in the firewall
space reminiscent of old rods being retrofit with super-
chargers and nitrous oxide, Gone are the days of sedate
firewall packet filters; now only the fast and the furious
can compete. The streets are owned by smart firewall
appliances at various metamorphic stages of incorporat-
~ Ing intrusion-detection and intrusion-preven-

tion functionality (see “Fire-

When we set out to investi-

i gate the pros and cons of buy-
- __.L“L e ing the latest and greatest fire-
L WELE wall muscle, our scenario was
deceptively simple: We built a three-tiered
architecture with an Internet, a DMZ and an internal net-
work, Because we were simulating an enterprise setting,
we asked vendors to send redundant hardware. We tested
VPN throughput with two identical firewalls in a site-
to-site gateway configuration. All other testing was

‘ wall Blowout,” page 39).
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performed in high-availability mode with dual firewalls
in active-passive configuration. We specified 500-Mbps
throughput and the ability to manage and perform
under 50, 250 and 500 firewall rules (for more test bed
details, see “How We Tested Deep-
Inspection Firewalls,” page 62).

Once we'd laid in a few cases of Red
Bull, we put on our enterprise firewall
admin hat and focused on answering
these questions: How effective at stop-
ping attacks are the new DI-capable fire-
walls, and what impact does DI have on
performance? How robust is the failover
component? What capabilities are pro-
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enterprise firewall?

vided for those who need to manage a = Essential
a be f firewall les? What & Very important
large number of firewall rules? a A

audit, logging and troubleshooting
capabilities can we expect? And finally,
what do these bad bovs cost?

Our invite list reads like a who's who in the enter-
prise firewall arena. However, after reviewing our test-
ing criteria, only six top-level vendors were both quali-
fied and willing to participate. We were pleased to
welcome Check Point Software Technologies' Next
Generation With Application Intelligence, CyberGuard
Corp.'s TSP 7100 Security Appliance, Fortinet's Forti-
Gate-3600 Antivirus Firewall 2.8, Juniper Networks'
MNetScreen-15G 2000, Secure Computing’s Sidewinder
G2 and Symantec Corp.'s Symantec Gateway Security
5460 Appliance into our labs and consider these offer-
ings squarely within the upper echelon of the enter-
prise firewall market.

3Com-TippingPoint, McAfee and the latest Gartner
Group-ancinted “visionary” of next-generation fire-
walls, iPolicy Networks, didn’t have products that ful-
filled our required feature set. Lucent Technologies
sent us the wrong product and Nokia did not respond
at all, while Cisco Systems, Crossbeam Systems, 155,
Mortel Networks, SonicWall and WatchGuard declined
tor participate.

The Testing

When we started developing our testing criteria, we
thought the hard part would be building a test bed that
could mimic an enterprise network and traffic load. But
after a month and a half of testing, it was the third
component—enterprise-scale troubleshooting—that |
came back to bite us. Problems ranged from misconfig- |
ured firewall rules to a demonically possessed switch
that killed two days of testing before we finally
replaced it.

This is not the first time Network CoMPUTING has
taken on a large-scale firewall bake-off (see “Defense
Mechanisms,” at www.networkcomputing.com/1223/
1223f1 html), and we've learned from past errors, Given
the complexity of our test infrastructure, the myriad
firewall rules involved and the complexity inherent in
tweaking the DI functionality in these firewalls, we

How important s it that remote
firewalls be controlled by the central

% Somewhat important
* Mot at all important
Saurve; MrTwonr CouruTinG Reader Pell 1,042 respandenty

decided to provide all required test configurations and

rule sets to the vendors in advance, hopefully eliminat-

ing the risk of misconfiguration. $till, only Check Point

and CyherGuard delivered their firewalls on time, with
[ rule sets configured correctly. Cyber-
Guard was the standout here: Its fire-
walls were completely ready to go, with
our different configurations on separate
hard drives, making our job easy. The
company also sent three servers, just in
case something went wrong. As Mur-
phy's law would have it, one of the fire-
walls did get damaged beyond recogni-
tion, thanks to FedEx.

In addition, we let vendors have an SE
on site for half a day before testing com-
menced to ensure that everything was
working, But despite our precautions,
most vendors had problems confliguring
their firewalls in accordance with the required rule sets.
Some were never set up for high availability, some were
missing large segments of the rule sets, and one firewall,
Symantec’s 5460 Gateway Security, showed up without
any configuration at all.

What We Wanted

Today's enterprise firewalls are loaded with a dizzying
variety of features and capabilities that can confuse even
the most well-educated IT decision-maker. Therefore, we
put together test criteria that went beyond throughput
to address the most pressing question raised by firewall

Executive Summary
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For this portion of our Firewall Blowout, we tested six
Gigabit-capable network firewalls that support high-
availability stateful fallover, VPNs, centralize
agement and DI (deep inspection) in our C
hapsis partner labs. We closely e
management capability—for example, how easily the
products let you create and manage large rule sets.
Performance was also critical-after all, what good is
VPM and DI functionality if it chokes throughput?
Check Point Software Technologies' Next Gener-
ation, CyberGuard Corp.'s TSP 7100, Fortinet's Forti-
Gate-3600, Juniper Metworks' NetScreen-ISG 2000,
Secure Computing's Sidewinder G2 2150 C and
ay Security 5460

licago Neo-
amined

Symantec Corp.'s Symantec Gatew
devices all offered decent management. It was per-

formance that separated the best from the rest. Our
Editor's Choice award went to Juniper’s blazing
MetScreen-15G 2000, while Fortinet's well-priced
FortiGate-3600 held up under our bruising tests to
come in a close second.
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administrators, IT directors and CTOs; What firewall
will optimally protect my environment while meeting
all my fundamental criteria? Our key testing areas were:
» Manageability: Although most firewalls have decent
management interfaces, our definition of “decent”
changed dramatically when we went above 100 firewall
rules. First and foremost, we wanted to investigate how
administrators who manage enterprise firewalls where
logs are large and rule sets are larger
would fare with each device under test,
Among our considerations: What
browsing capabilities are available to
track down that one pesky customer [P
address and validate whether a transac-
tion successfully passed through the
firewall to the Web server? How easy is
it to audit logs? Can administrators
browse the management interface and
intuitively track down possible rule set modifications to
isolate a particular 1ssue?

Of course, the management interface doesn't stop at
the GUL 5o we asked what additional components are
available to the firewall administrator for troubleshoot-
ing and firewall management. Do simplified command-
line and console tools exist? Another component we
investigated, after running into problems multiple
times during our tests, was being able to view and mod-
ify firewall rule sets in readable text format. Having to
modify 100-plus rule sets through a proprietary GUI
interface on a line-by-line basis isn't pretty.

Check Point's Next Generation device was tops at
managing large rule sets—in fact, its Secure Console was
easily the best management GUIT tested, All the right
tools are in the right places, creating firewall rules was
easy, and managing more than 100 firewall rules
through the GUI was convenient. The Secure Comput-

As standalone
appliances.

A5 blades in
core chassis
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How are enterprise firewalls deployed
in your organization?

Multiple rsponses allowed
Source; Nrrwers Coururie Reader Pol, 1042 resgondenis

ing Cobra management interface also provided a very
nice interface for managing large firewall rule sets and
multiple firewalls. Juniper's NetScreen-1SG 2000 was a
mixed bag here, though if you've managed a Cisco
router you'll be right at home with its intuitive CLI,
which provided easy-to-use network troubleshooting
capabilities as well as backup and import features. How-
ever, as with most of the devices tested, after we pro-
gressed past the 40 firewall-rules mark,
things got difficult. Overall, vendors
seem 1o hit a wall when it comes to rep-
resenting rules that span multiple
screens. Many opted for the multiple-
page route, a poor choice if you regularly
troubleshoot client connectivity prob-
lems early in the morning.

Bringing up the rear in this category is

Symantec’s 5460 device, which made
extensive use of Java in the interface, lagged in trou-
bleshooting and lacked a CLI. An overall observation:
Even though the ASIC-based devices from Fortinet and
Juniper had impressive CLIs, they need improvement on
their graphical management interfaces.
» Performance: These are all enterprise-class firewalls,
so we subjected them to enterprise-level stress condi-
tions—a large number of NAT requirements, hundreds
of concurrent clients that needed to perform transac-
tions to the DMZ traffic and crowds of users executing
various live Internet transactions. In addition, we were
curious about the performance and firewall impact
inflicted by enabling the DI features,

Our performance testing matrix consisted of running
Spirent Avalanche-Reflector pairs configured to request
or serve live content using a step-based load profile. We
set the Avalanche load profile to ramp to a particular
transaction-per-second rate; hold it for a steady period;

Junlper Secure Symantec
MNetworks Fortinet Check Paint Computing Gateway
MetScreen-15G FortiGate-3600 MNext CyberGuard Sidewinder G2 Security
2000 2.8 Generation TSP 7100  Model 2150 C 5460
~MANAGEMENT AND USABILITY (30%)
‘PERFORMANCE AND VPN (30%) 5 * 0 il et 4.25 2.25
PRICE (zo%) 4.5 5 4.5 2.5 2
-LOGGING (10%) 35 3.5 | 4.5 4 I 4 35
INSPECTION DEPTH (10%) 4 5 4.5 3 ' 4 5
|| TOTAL SCORE (100%) 4.35 4.18 3.68 3.18 2.83

Az4.3, B:3.5, C22.5, D215, F<LE AL
GRADES INCLUDE # OF = |N THEIR RAMGES.
ToTAL SCCRES AHD WEIGHTED SCORES ARE
| BASED OH A& SCALE OF -5,

MANAGEMENT AND USABILITY
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rates ease of log browsing, navigation and firewall configuration as well as troubleshoot-
¥ to create rules and manage large rule sefs,




and then ramp to the next transaction-per-second rate,
again holding steady. We repeated until a throughput of
1 Gbps of combined throughput was achieved across all
three firewall interfaces—DMZ, Internet and internal.
We performed this test in three consecutive runs with
DI disabled, then three with DI enabled, and calculated
the average to determine the firewall's actual perfor-
mance. Here no one could catch Juniper's NetScreen-15G
2000, Although the CyberGuard TSP 7100 nipped its
heels with no DI and the Fortinet FortiGate-3600 held
its own with DI enabled, for consistent top speed the
NetScreen was untouchable.

If a firewall could not sustain the traffic necessary
to reach 1 gigabit, we noted the point of failure, then
performed a hinary search to find the exact through-
put level that could be sustained with all transactions
being successful. We implemented the binary search
by varying the load profile until the device could
sustain the traffic without serious packet loss. We
experienced the full array of failures as we pushed the
higher echelons of throughput, including extremely
high latency, firewalls unahle to establish new con-
nections and even some unable to respond at all until
the test was stopped.

#» IDS/IPS: The next phase of testing flexed the devices’
IDS/IPS features by sending a moderate level of traffic
through the firewall, then running malicious content
from the Internet/external segment at vulnerable hosts,
which were located in the DMZ. Why only 10 percent
of the overall rating appointed to inspection depth? We
thought that if inspection depth were to get a higher
rating on the overall scale, presenting only five known
vulnerabilities would not have earned the scoring, and
ramping up much beyond that would have gone
bevond the scope of this article. It was important to
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The Deep Inspection Beast: With the
growing sophistication of malicious

attacks, the need to inspect traffic at higher layers
of the 051 model has become paramount. The mil-
lion-dollar question is, can crganizations depend on
these devices as their sole IDSs? It's a controversial
subject. We're not convinced that replacing your
intrusion-detection Infrastructure with a DI firewall
is a wise idea, Having IDS capabilities on your fire-
wall will add some heft to your defense-in-depth
strateqgy, but DI has a significant impact in terms of

price, complexity and performance. ]

verify not only that the IDS/IPS components were
waorking, but how they were doing so.

We threw LSASS, RI'C DCOM, Unicode, 115 ISAFI,
Warftpd and WuFTP attacks at the firewalls. Only
Symantec's, Fortinet's and Check Point’s devices
stopped everything. The Symantec 5460 performed
very well in this test and was armed with an arsenal of
1S signatures, application proxy capabilities, anomaly
detection and antivirus functionality. The FortiGates
also performed well from a DI perspective. If there was
an IDS/IP5 feature out there, the FortiGate had it.
Fortinet provided not only hundreds of 1DS signatures,
but also a packet anomaly engine; both the signatures
and engine were fully customizable.

The FortiGates easily detected, blocked and logged all
the vulnerabilities we tested. In contrast, we dinged
Check Point for a half point here because its firewall does
not have the extent of signature and IDS capabilities of
the Fortinet and Symantec devices, On the far end of the
spectrum, CyberGuard's TSP 7100 Dlocked only three out
of the five attacks, We wanted to see how Juniper's long-
awaited IDF module would fare in this department, but it
wasn't available in time for our testing.

» VPN: VPNs are an essential component of an enter-
prise. Because all the evaluated firewalls have VPN
capabilities, we decided to investigate the capacity at
which these firewalls can function as VI'N gateways.
Quer tests consisted of configuring the devices as VPN
tunnel destination points in a site-lo-site configuration,
then using 72- , 1,024- and 1,518-KB [les to test their
VI'N capabilities. The 72-KB file represented [Psec over-
head, the 1,024-KB file mimicked a standard VPN data
packet, and the 1,518-KE file forced the VPN devices to
fragment the packets prior to [Psec conversion. Here, as
with performance testing, Juniper’s NetScreen blew
away the pack, with CyberGuard's and Fortinet's prod-
ucts running second and third, respectively, and Secure
Computing's Sidewinder hobbling along in the
MetScreen's dust,

» Fallever: There are two primary types of failover:
stateful, in which existing sessions should not be
dropped, and stateless, in which sessions are dropped
but connections can be re-established. With the com-
plexity and demands placed on enterprise firewall relia-
bility, we opted to test stateful firewall failover with the
expectation that the devices would successfully fail
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