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Intel VT vs. AMD Pacifica

The two chipmakers are building virtualization support right into the CPU. Will it virtualize

Microsoft's monopoly? by Andy Dornan

l Sophisticated buyers always knew to look be-

yond a chip’s megahertz rating, but ultimately it was
still about speed. The math coprocessors, multimedia

Comparing CPUs used to be relatively simple.

extensions, and second-level caches were all in the

service of crunching through code as fast as possible.
Mot anymore—at least, not if Intel has any say in the
matter, Instead of just trying to make its processors
faster, it's adding functionality that

2.4 R8N0} can’t be quantified in gigaflops.
CPU sitensions Intel hopes customers will do the
simplify the creation same, looking beyond number-
of YMs and other : crunching performance to focus on
m:l:gorem operations, features such as security, managea-
vErtuannnﬂnn simpler and bility, and power consumption.
allowing an entire client Intel’s stance could be seen as an
05 to be run in a secure attem P —— ot 7
attempt at distraction. Most inde-
sandbox. separate from
I‘ﬁ&mgﬂn:l;ﬁatunh, pendent tests put AMD at the front
The AMD and of the x86 speed race, so Intel's
Intel architectures were only hope of retaining market share

ariginally driven
Mifrosn 's Paliagg:rn

is to make people look at something
alse. However, AMD is also going

initiative. Although

Palladium was held up. beyond pure performance. It has an
the chipmakers pressed equivalent to most of the new capa-
::Inar?éiﬁ;“ﬁl IMI:FI'EI’;" been bilities that Intel is promoting, and
security vendors and the in some cases AMD's versions are

open-source community.

maore advanced,

Intel and AMD Intel calls its new features “star
hweahis_tqunfd&&hrhg technologies™ (*Ts, see table on
mmrmmsmm:“ page 52), Of the five announced so
unless there's software to far, one is really just a rebranding of
mﬁmﬂ&“’“d the G4-bit extensions it licensed

from AMD. Three more are depend-
ent on a fifth, Virtualization Tech-
nology (VT). Previously known
under the code names Vanderpool and Silverdale, VT is
set to ship by the end of 2005. AMD's equivalent is the
Pacifica Secure Virtual Machine (SVM), slated for early
2006. Both build virtualization support into hardware,
From the vendors' marketing slides, VT and Pacifica
look quite different. Intel is promoting VT as a security
and management architecture for laptops, while AMD is
selling Pacifica as a way to consolidate servers in the
data center. However, this is just spin, representing the

companies’ strengths in other areas: The Pentium M has
helped Intel consolidate its hold on the mobile market,
while servers are increasingly turning to AMD's
Opteron. The underlying technologies are almost identi-
cal and will be included across the full range of PCs
within a year.

FIVE-RING CIRCUS

Building virtualization into hardware sounds contradic-
tory. The whale point of virtualization has traditionally
been to avoid hardware, simulating it in software, Why
crawl around in the data center every time a Unix
server needs a memory upgrade when an IBM main-
frame can provision virtual Linux instances aulomati-
cally? Why keep that old Windows 85 box around when
a modern XP workstation can virtualize legacy DOS ap-
plications in the idle time between keyv presses?

The difficult part is that true virtualization requires
each Virtual Machine (VM) to simulate a real one exactly.
This is a problem with the %86 architecture because 08
kernels expect direct control of the CPU. In programming
parlance, they run at “Ring 0," the deepest level of ac-
cess, with the most functionality. A traditional x86 chip
can’t run a virtualized OS at Ring 0 because that's needed
for the hypervisor, the master OS that hosts all the Vs,

The x86 architecture provides three more rings, each
with progressively less functionality. For stability, mod-
ern (5s restrict applications to the least functional, Ring

Intel and AMD are moving ever more PC features onto the CRU.
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3. [This is why Windows XP is so much more reliable
than its DOS-based predecessors, which let applications
access Ring 0.) So the obvious approach to virtualization
is to run the guest 05 in one of the two vacant rings.
Unfortunately, some x86 machine code instructions
only work at Ring 0, To run properly in higher rings, the
05 must be rewritten (or at least recompiled) to avoid
those instructions, an approach known as paravirtual-
ization. This is popular in the Linux world—IEM uses a
similar technique to run Linux clusters on a main-
frame—but it takes work on the part of programmers,
and it requires that the 05's source code be available.

DRILLING DOWN

To run an unmaodified O3 outside Ring 0, the hypervisor
must intercept the forbidden instructions and emulate
them. This is the approach taken by VMware, as well as
bv Windows XP's own emulation of DOS. The disadvan-
tage is that emulation can use a lot of computing power—
not a problem for the occasional application written to
run on DOS-ara hardware, but a significant one for an en-
tire (5 that takes full advantage of a modern PC.

To assist virtualization, VT and Pacifica insert a new
privilege level beneath Ring 0. Both add nine new ma-
chine code instructions that only work at “Ring -1,” in-
tended to be used by the hypervisor, This way the 08
doesn'l have to be modified, and the performance penalty
from emulation is reduced. However, it isn’t eliminated
completely: Each OS must be convinced that it alone has
access Lo the machine’s memory and 1/0 buses, while the
hypervisor juggles access to the real devices to ensure that
programs and data can't leak between 0Ss,

Memory has been partly virtualized since the 386 in
the sense that the 05 and a hardware memory con-
troller allocate RAM (or disk space if the RAM runs out)
between applications. AMD has a definite advantage
here. Its CPUs include the memory controller, so Paci-
fica can simply re-use that, In contrast, Intel’'s CPUs off-
load memory control to a separate chip that doesn’t
support VT, meaning the hypervisor must take on more
of the memory management work, Intel's memory con-
troller will eventually be able to use VT, but not until
it's brought into the CPU, expected to happen in 2007.

At present, [/O virtualization requires that drivers
run on the hypervisor, which then presents virtual driv-
ers to the guest OSs, Future versions of Pacifica and VT
will eliminate the drivers from the hypervisor, allowing
guest 08 drivers to communicate with the hardware di-
rectly. However, this will require support from all PCI
devices and so needs to be built into the PCI specifica-
tion, The PCI-SIC began work on this in June, but has
no timetahle for a final standard,

IT INSIDE

Microsoft originally planned to support VT and Pacifica
through Palladium, a new security architecture aimed
mainly at consumer Digital Rights Management [DRM),
The principle was that a new, more secure 08 would run
parallel to Windows and be invoked whenever extra se-
curity was wanted. For example, a media player on the
secure 05 would be able to play content that couldn't be
captured by an application on regular Windows,
Microsoft demonstrated the technology in early
alpha versions of Windows Vista, then called Longhorn,

How Intel's " Star Technulumes Compare to AMD :

; ﬂn lqulrdenl

52 IT ARCHITECT | 11.05 | www.ITarchitact.com

- Winner

- BN, atleastlnu'mu PamFE'staJlIt nm!m:ru
- Intel= work on software could sﬂpaunn‘ :

management shauld give & a dear edgs, In pra:tum. & '

I'ItEI.H.E I'H'im:ﬂ“ll'g Ilmltmaﬁgu?:m
w‘rnreatﬂ.l[ is ah'eaﬁlisl'mm cae

: wnmmum hﬁiﬂﬁnsm.l:ﬂm‘sﬁ

- andintelis ﬂwmﬂmnmsm L
 highe St-pil‘fﬂrmém:eﬁl xgwssaermmdlhg

Intel Mhm’%miﬂmtm@m&&twp
Intel also fas AMT and hes announcedtieups with
mwamsumastmwwﬂﬁm |
andTwoll

Nane Nsither exists yet andencrupted LDwilbe
ggﬁlhlemlmmg wuﬂaﬁmﬂtﬁimeﬂw

mmruhmwﬂ b




product roadmap

From the user's perspective, applications running on
the second, secure OS5 appeared to run in Windows
with highlighted borders, However, the extra OS5 wasn't
included in later beta versions, and the plan has since
been put on hold. Microsoft has announced a hypervi-
sor for Windows Server 2007, but that will ship later in
2007 (or perhaps 2008]. not with the OS itself, and may
require an additional licensing fee.

Absent Microsofl, Intel is still promoting VT as a
desktop (and laptop) security technology, but focused
on enterprise management. The slogan is “Embedded IT
Architecture”—a VM dedicated to anti-virus, anti-spy-
ware, or backup software (see figure). In most cases, this
software would be controlled remotely by the IT depart-
ment, invisible to the user. Another VM can run Win-
dows and all its applications normally—except that a
malicious program or user wouldn't be able to disable
the security software.

The same thing will be possible with Pacifica,
though Intel’s Active Management Technology [AMT)
gives Intel an edge in embedded IT. AMT places a hard-
ware managemen! agent inside the NIC that can perform
basic management tasks even when the CPU is switched
off. For example, it could reboot a crashed PC or install
a new hypervisor,

HYPE VISION

The big issue for both VT and Pacifica is software sup-
port. The management VM will probably run a stripped-

down version of Linux, simply because it costs nothing
and is easy for vendors to customize. However, there's
no reason in principle that it couldn’t run a hardened
version of Windows or any other x86 05. And the pos-
sibilities aren't mutually exclusive.

Similarly, users can have access to more than one
085, The concept is similar to current dual-bool systems,
except that several partitions can run at once. For exam-
ple, Intel says it's giving its software developers a Linux
VM for their programming work, an empty x86 VM to
test the compiled code, and a Windows VM to run Of-
fice applications. Even users who don't want to leave
Windows could see benefits: They can use one VM to
surf the Web and another to hold sensitive documents
that shouldn't be exposed to the Internet.

Competition for the hypervisor has higher stakes.
While VMs allow several (5s to share a system, there
can only be one hypervisor. Windows servers will prob-
ably end up using Microsoft's. Clients and other servers
will have a harder choice,

So far, there are two main contenders: ViMware and
Xen, an open-source hypervisor. The current versions
still run at Ring 0—Xen uses paravirtualization,
VMware emulation—but Intel and AMD are helping
them move down to Ring -1. Both plan to support VT
and Pacifica by the time the hardware is availahle,

Xen is the early favorite for embedded client manage-
ment. It's used in all of Intel's embedded IT demos and
has atiracted code contributions from IBM as well as the
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VT and Pacilica both provide low-level access bo the CPU for a hyperviser, the soltware that manages WMs. Each VM emulates the ;

full capabilities of a legacy xB6 CPU, requiring its own 05 and applications, To ensure that the hypervisor ism't replaced by a roatkit,
a physically separate TPM chip intercepts the hypervisor as it loads from the hard disk, digitally signing it for verification by security
applications. During system operation, the TPM also provides security applications with signed measurements of data. hardware,

and the virtualized software.
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chip vendors. For customers who don't
feel comfortable downloading free soft-
ware, some of its developers have
formed a start-up, XenSource, to provide
support and custom development work.

The server virtualization market still
belongs to VMwara, And to protect its
position, it has formed a consortinm in-
cluding hardware vendors IBM and
Dell, Linux leaders Red Hat and Novell,
and Intel and AMD [see “Linux Virtu-
ally Ready For the Data Center,” April
2005, page 26, or search for Doc 1D#
200412 at www.ITarchitect.com). The
consortium aims to develop an open
hypervisor standard, though it isn't
clear yet whether Xen, Microsoft, and
other competitors will be able to imple-
ment that standard.

Viware is also targeting home users
with an intuitive user interface, offering
features such as tabbed desktops (simi-
lar to tabbed browsing, but with VMs
instead of Web pages). And it promotes
virtualization as a security technology
for the family PC, If yvou believe ils
demos, you'll be able to let your kids
play with your computer, safe in the
knowledge that even if they corrupt the
035, the damage will be limited to their
own partition.

-1 RING TO RULE THEM ALL

Virtualization can help protect a system
against 05 bugs or vulnerabilities, but it
really just pushes security and stability
problems down a level. The whole sys-
tem is only as good as the hypervisor,

Fortunately, hypervisors tend to be
robust. Most VMware products have
never suffered a security advisory, a re-
freshing change to anyone accustomed
to the frequent patches required by other
software, And that’s not just because of
the programming skills of VMware em-
plovees. A hypervisor can be much
smaller than a full-scale OS—Microsoft
calls its own a “microkernel”—so audit-
ing one for security is easier.

But ¥T and Pacifica can still intro-
duce new vulnerabilities, especially for
users who don't want the new VM ca-
pability. An attack on a system running

a single, non-virtualized 05 wouldn't
even require hacking the hypervisor, as
the attacker could just slip a virus or
Trojan into the unused Ring -1.

A Ring -1 virus is the ultimate
rootkit, Because it operates beneath the
08 and simulates the legacy x86 chip
exactly, it can attack even perfectly se-
cure software. What's more, it's 0S5-in-
dependent: The same virus can com-
promise every x86 08, from CP/M to
Solaris. Worst of all, it's mathematically
impossible for software alone to detect.

To protect against such a virus, the
system needs a hardware component
that can't be virtualized. This is pro-
vided by the Trusted Platform Module
(TPM], the controversial PKI chip al-
ready included in many PCs. The TPM
watches the hypervisor and other pro-
grams as they load into memory, check-
ing that they match precomputed hash
values, Once it's sure that the hypervi-
sor hasn't been tampered with, it signs a
digital certificate that can be verified by
the virtualized 08 or security software.

This process, known as attestation,
isn't limited to software. It can also
prove whether or not particular compo-
nents are present. In the original Palla-
dium DREM architecture, it would be
used to reassure a media player or
video-streaming site that movies aren't
being saved to a TiVo.

Intel and AMD both plan to do
something similar in 2007, with tech-
nologies known respectively as La
Grande and Presidio. Supposedly in-
tended for enterprise security, these
will encrypt the link to local USB and
video devices, prolecting against hard-
ware kevboard sniffers,

In the meantime, VT and Pacifica
both provide a compelling application
for the TPM—even for enterprises that
don't yvet need VMs and hypervisors on
desktops or laptops. While the chip has
other uses such as disk encryption, vir-
tualization-aware hardware could be
what persuades users to activate it.

« Aead dndy Dornan’'s posts at

http://blog.I1Tarchitect.com and write
to him at adornan®cmp.com
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